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Overview

Quorums are tools for increasing the availability and effi-
ciency of replicated data. A quorum system is a set of sub-
sets (quorums) of servers such that every pair of quorums
intersect. Recently, probabilistic quorum systems, in which
any two chosen quorums intersect with (only) high probabil-
ity, have been introduced to break availability and efficiency
tradeoffs inherent in non-probabilistic (strict) quorum sys-
tems. However, this prior work addressed only crash failures
and limited forms of Byzantine failures.

In this paper, we define probabilistic masking quorum sys-
tems that can be used to mask, with high probability, Byzan-
tine server failures in their full generality. We also present a
general construction for a probabilistic masking quorum sys-
tem. Compared with strict quorum systems that can mask
Byzantine server failures, our approach yields dramatically
better data availability in the face of crash failures, and does
so while simultaneously decreasing the load on servers.

Probabilistic masking quorum systems

To recall the definition of strict masking quorum systems,
let b denote the bound on the number of Byzantine server
failures that may occur. Then a strict b-masking quorum
system is one in which any two quorums intersect in at least
2b + 1 elements. As a result, when a client performs a read
operation at some quorum @, the value written in the last
preceding write operation, say to Q’, is returned by at least
b+ 1 correct servers, namely servers in the set (Q N Q') \ B
where B is the set of faulty servers. So, if the client discards
any values that were returned by b or fewer servers, and then
chooses from the remaining values the one with the most
recent timestamp, then the client is guaranteed to obtain the
correct value.

Our definition of a probabilistic masking quorum system
relaxes this constraint on intersection size. In general, a prob-
abilistic quorum system consists of a set of subsets (quorums)
of servers and a strategy w for accessing quorums, i.e., a prob-
ability distribution on quorums that captures the probability
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that each quorum is accessed in each client operation. Were
we to adapt the prior probabilistic quorum system definition
to the masking case in the straightforward way, we would re-
quire that any two quorums selected according to w intersect
in at least 2b + 1 elements with high probability. However,
this definition does not yield the same performance benefits
as the probabilistic approach does for benign-fault-tolerant
quorum systems. For example, the load—i.e., the probabil-
ity with which the busiest server is accessed in each client
operation—for any such system with b = ©(n) would be
constant, which is poor.

The trouble with the above definition is that it is stronger
than necessary, as it requires that with high probability, the
set @ N Q" \ B be so large that it is impossible that Q N B is
of equal cardinality. For the correct answer to be “probably
detectable” to a reading client, the set @ N Q' \ B need only
be of a size sufficiently large that it is improbable that Q N B
is of the same size or larger. Accordingly, our definition of
a probabilistic masking quorum system employs a threshold
value k that we expect to be greater than |@ N B| but less
than |@ N Q' \ B|. Thus, a client that requires at least k oc-
currences of a value in order to accept it as the outcome of the
read operation will get the right value with high probability.

Definition 1 Let Q be a set of subsets of servers, w be a
strategy for Q, and let an integer k and 0 < & < 1 be given.
The tuple (Q,w,k) is a probabilistic (b, e)-masking quorum
system if for all B C U such that |B| = b,

PIQNB|<k A |QNQ'\B|>k) >

where the probability is taken over selections of Q and Q'
according to w.
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We show two lower bounds on the load of any probabilistic

(b, e)-masking quorum system, namely 1\_/‘—71/; and (1_25) L
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A probabilistic masking quorum system construction

A construction for a probabilistic masking quorum system
that works for any b < n/2 in a system with n servers is
as follows: @ = {Q : |Q| = g = (b} where 2 < £ < n/b;
w(Q) = 1/]Q| for all Q € Q; and k = ¢°/2n. Then (Q, w, k)
is a (b, ¢)-masking quorum system for e = 2exp(—Q(q°/n)).
In particular, if g = w(y/n), then ¢ — 0 as n — co.

This construction has load q/n = £b/n, which is within a

factor of £ (11__255) of the lower bound for probabilistic mask-
ing quorum systems. And, because we can choose £ to be a
constant when b = w(+/n), it is asymptotically load-optimal
(as a function of b and n) for b = w(y/n). This construc-
tion also has optimal availability, since some quorum will be

available even if up to n — ¢ = ©(n) servers crash.




