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1 Introduction

Distributed agreement in the presence of process failuresThe world is distributed and more and
more applications are now distributed. Moreover, when considering tteeodaon-trivial distributed
applications, it appears that the computing entities (processes) havee® ingsne way or another,
for example to take a common decision, execute specific actions, or validatecsonmitment. Said
another way, agreement problems lie at the core of distributed computing.

The most famous distributed agreement problem isctiressensugroblem. Let us consider a set
of processes, where some of them may commit failures. Assuming eaasprpposes a value, the
consensus problem is defined by the following properties: each nty-faxocess must decide a value
(termination), such that the same value is decided by the non-faulty pescésgreement), and this
value satisfies some validity condition, which depends on the proposed \aidd¢he considered failure
model [10, 25].

The k-set agreement problem is a natural weakening of consensus [8]lolts the non-faulty
processes to decide different values, as long as no moré Weloes are decided (the problem parameter
k can be seen as the coordination degree imposed to processes). ttersszsus i$-set agreement.
Let us notice thak-set agreement can be easily solved in crash-prone systems i maximal
number of different values that can be decided) is greaterfidwe maximal number of processes that
may be faulty). Thek-set agreement problem has applications, e.g., to compute a common dubset o
wavelengths (each process proposes a wavelength and at mifostem are selected), or to duplicdte
state machines where at most one is required to progress foreved]13, 3

Crash and Byzantine failures A process crash failure occurs when a process stops prematurtdy. Af
it crashed, a process never recovers; moreover it behavestty(ie., according to its code) before
crashing. A crash failure can be seen as a benign failure, as a @¢rpsteess did not pollute the
computation before crashing (e.g., by disseminating fake values).

The situation is different with Byzantine failures. This failure type has leteoduced in the context
of synchronous distributed systems [17, 25, 29], and then investigatée itontext of asynchronous
distributed systems [1, 18, 30]. A process haByaantinebehavior when it arbitrarily deviates from
its intended behavior. We then say that it “commits a Byzantine failure” (oiserwe say the process
is non-faultyor correcl. This bad behavior can be intentional (malicious) or simply the result of a
transient fault that altered the local state of a process, thereby moditfyipghavior in an unpredictable
way. Let us notice that, from a failure hierarchy point of view, proc@sshes (unexpected halting)
constitute a strict subset of Byzantine failures. As asynchronous geegsasing systems are more and
more pervasive, the assumption “no process has a bad behavior” isgey kensible. Hence, agreement
in asynchronous Byzantine message-passing systems is becoming a chareranimportant issue of
fault-tolerance.

An impossibility result and how to cope with it Let us consider a system made upnoprocesses,
where up tat may be faulty. Whatever the value bf(with respect ta), k-set agreement can always
be solved if the system is synchronous [29]. The situation is differergyncronous systems where
k-set agreement is impossible to solve in the process crash failure modelkwtiet [3, 16, 33]. As
Byzantine failures are more severe than crash failures, this impossibilitynemtnae in asynchronous
Byzantine systems.

It follows from this impossibility that, whe& < t, either the space of values that can be proposed
must be restricted [11, 21], or the underlying asynchronous distrilaytstem must be enriched with
additional computational power fdr-set agreement to be solved. Such an additional computational
power can be provided with partial synchrony assumptions (e.g., [9ylB8h considek = 1), minimal
synchrony assumptions (e.g., [4] which considers- 1 and Byzantine failures), appropriate failure
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detectors (e.g., [7, 22] which consider= 1 and crash failures, and [12] which considérs= 1 and
Byzantine failures), or randomization (e.g., [2] which considers 1 and crash failures, [27] which
considersg: = 1 and Byzantine failures, [6] which considérs< ¢ and crash failures in read/write shared
memory systems, and [23] which considérs ¢ and crash failures in message-passing systems).

Intrusion-tolerant agreement with respect to Byzantine proceses The validity property associated
with a distributed agreement problem relates its outputs to its inputs. As ncsproaates fake values
in a crash-prone system, tleset agreement validity property is easy to state, namely, a decided value
must be a value proposed by a process. In a system where prooesgesmmit Byzantine failures,
there is no way to direct a Byzantine process to decide some specific v@aresequently thé-set
agreement validity property can only be on the values decided by thectproeesses. Moreover, the
notion of a “value proposed by a faulty process” is dubious.

A classical validity property for Byzantine consensus (see, e.g., §i&fs that, if all the non-faulty
processes propose the same value, they must decide it. Hence, asdeanren-faulty processes
propose different values, any value can be decided by the conmmgses, even a value “proposed” by
a Byzantine process. (Let us observe that a Byzantine procesppearas proposing different values
to different correct processes.) More generally, and as noticedesmly investigated in [26], It follows
that the solvability of Byzantiné-set agreement is sensitive to the particular validity property that is
considered.

This paper considers the following validity property (introduced in [24¢weht is calledntrusion-
tolerancg: no value proposed only by Byzantine processes can be decideddnyfaulty process. One
way to be able to design fset algorithm providing this property, consists in allowing a non-faulty
process to decide a default value except (to prevent triviality) when the non-faulty processes pr@pos
the same value. (Thé decision at some non-faulty processes can occur for example in thesadve
scenario where the non-faulty processes propose different yailndle the Byzantine processes pro-
pose the same value). Another way to desigaset algorithm providing intrusion-tolerance consists
in adding a constraint on the total number of different values that camdpoged by the non-faulty
processes. Leth > 2 be this number. It is shown in [15] that, in anprocess system where up to
processes may commit Byzantine failures, such a constraintis> mt (i.e., there is a value proposed
by at leastt + 1) non-faulty processes).

Content of the paper This paper is ork-set agreement in-process asynchronous message-passing
systems, wheré < ¢. It presents two algorithms. The first iskaset agreement algorithm for asyn-
chronous message-passing systems where #ip<ton/2 processes may commit crash failures. This
algorithm, which is relatively simple, is based on the reliable broadcast atisirand randomization
(local random coins with several sides). The second algorithm (wlicstitutes the main part of the pa-
per) is a signature-free intrusion-toleranset agreement algorithm for asynchronous message-passing
systems where up to< n/3 processes may commit Byzantine failures.

When focusing ork-set agreement in the context of Byzantine failures, the paper has two main
contributions.

e The first is a pair of all-to-all communication abstractions. The first onkgdcd\V-broadcast
(where MV stands for “Multivalued Validated”), allows the non-faulty gesses to exchange
values in such a way that all the non-faulty processes eventually obtaartieset of values, and
none of these values is from Byzantine processes only. The secendalled SMV-broadcast
(where S stands for “Synchronized”) is built on top the first one, asdich that, if a non-faulty
process obtains a set with a single value, the set obtained by any othfauttyrprocess contains
this value. The important point is that these communication abstractions allowdbespes to
exchange values while eliminating the values sent only by Byzantine pesceBsey generalize
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to the “multivalue” case the communication abstractions introduced in [19}ethe set of values
that the processes exchange is limited to two values.

Independently from their use in this paper, these all-to-all communicatidreabens are inter-
esting on their own, and could be used to solve other problems.

e The second is thé-set agreement algorithm for asynchronous message-passing sy#tenes
processes may commit Byzantine failures. This algorithm, which is rouneldbas built in a
very modular way. It relies on the previous SMV-broadcast abstractind on the additional
computational power supplied by local multi-sided random coins. As fareg&mnow, this is
the first randomized-set agreement algorithm for asynchronous Byzantine messaga¢psgs-
tems. The fact that this algorithm is also signature-free has a strongu@ms: the “Byzantine
adversary” is not required to be computationally bounded.

Roadmap The paper is composed of two parts. The first part (Sections 2 anddB¢sses crash
failures. Section 2 presents the crash failure model, the reliable braadrstigaction, the notion of
a local random coin, and a definition éfset agreement suited to this model. Assuming n/2,
Section 3 presentsiaset agreement algorithm suited to this asynchronous model.

The second part (Sections 4, 5, and 6) addresses Byzantine faiigetion 4 presents the Byzan-
tine failure model, the no-duplicity broadcast abstraction, and a definitiontrfsion-tolerant-set
agreement suited to this model. Section 5 introduces two new all-to-all communiedisiractions
(MV-broadcast and and SMV-broadcast), which are at the coreeoBtfzantine-tolerank-set agree-
ment algorithm presented in Section 6. Finally, Section 7 concludes the paper

Remark on the reading of this paper The variables with the same meaning in bbtket agreement
algorithms (the one suited to crash failures and the one suited to Byzantimedaihave been given
the same names. Nevertheless, to facilitate the understanding of each aigodépendently from the
other, some discussions are “repeated” in the presentation of eachhaiy@e.g., the presentation of
the constant$l” and R).

2 Asynchronous Model with Crashes Failures, and Definitions

2.1 Computation model

Asynchronous processes The system is made up of a finite §étof n > 1 asynchronous sequential
processes, namelf = {p1,...,p,}. “Asynchronous” means that each process proceeds at its own
pace, which may vary arbitrarily with time, and remains always unknown tottier processes.

Communication network The processes communicate by exchanging messages through an asyn-

chronous reliable point-to-point network. “Asynchronous” meansdhaessage is eventually received
by its destination process, i.e., there is no bound on message transfex. dBaljable” means that the
network does not loss, duplicate, modify, or create messages. “Pgnuitit-means that there is a
bi-directional communication channel between each pair of processegeHwhen a process receives
a message, it can identify its sender.

A procesg; sends a message to a progesBy invoking the primitive operatiosend TAG(m) to pj,
whereTAG is the type of the message amdts content. To simplify the presentation, it is assumed that a
process can send messages to itself. A process receives a messageutyg the primitivereceive()”.

The operatiorbroadcast TAG(m) is a macro-operation which stands fdor'each j € {1,...,n}
send TAG(m) to p; end for”. This operation is usually calleghreliablebroadcast (if the sender crashes
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while executing thdor loop, it is possible that only an arbitrary subset of correct processes/es the
message).

Failure model Up tot processes may crash during an execution. As already indicated in th@uotr
tion, before a process (possibly) crashes, it executes its code aedlbfj its local algorithm, and no
crashed process recovers. A crash is consequently a definitiveghaltin

Given an execution, a process that crashes is saidfaultg in this execution, otherwise it iorrect
or non-faulty Hence, before a process crashes, no one knows if it is corréatloy.

Random multi-sided local coin Each procesg; is endowed with an operation denotethdom().
Each invocation of this operation takes a non-emptyXsets input parameter and returns a valueXof
with probability 1/| X |. As we will see in Section 3, equipping each process with such a locabmand
coin provides an additional computational power that alléveet agreement to be solved.

Notation This computation model is denot€dd MP,, ;[0] (CAMP stands for “Crash-prone Asyn-
chronous Message Passing”). In the following, this model is both restnigithh a constraint or and
enriched with random multi-sided local coins, which provide the procesghsadditional computa-
tional power. More preciself, AMP,, [t < n/a] (Wherea is a positive integer) denotes the model
CAMP,,.[0] where the maximal number of faulty processes is smaller than CAMP,, [t <
n/a, LRC] denotes the mod€lAMP,, [t < n/a] where each process is enriched with a local multi-
sided random coin. Let us notice that, as LRC belongs to the model, it isfgivEre INCAMP,, [t <
n/a, LRC].

Time complexity When computing the time complexity, we ignore local computation time, and con-
sider the longest sequence of causally related messagesns, ..., m. (i.e., for anyz € [2..z], the
reception ofmm,_1 is a requirement for the sendingf,). The size of such a longest sequence defines
the time complexity.

2.2 Reliable broadcast abstraction

This reliable broadcast communication abstraction (in short R-Broadwastides the processes with
two operations, denoteRl broadcast() andR_deliver(). When a process invokés broadcast TAG(m),

we say that it “r-broadcasts” the message whose typadsand value isn. Similarly, when a process
returns from the invocation d®_deliver() we say that it “r-delivers” a message. Reliable broadcast is
defined by the following properties [5, 14].

e R-Validity. It a process r-deliversac(m) from a procesg;, p; invokedR_broadcast TAG(m).
e R-Integrity. A process r-delivers at most once a messagém) from a sendep;.

e R-Termination. If a correct process r-broadcasts a mesgagen ), or a correct process r-delivers
the messageaG(m), then all correct processes r-deliver the messaggm).

Validity relies the outputs to the inputs (no spurious messages). Assumin@oesgir-broadcasts sev-
eral times the same message (which can be easily implemented by associatingesjunence number
with each message r-broadcast by a process), Integrity states therduglication. Finally, Termina-
tion states the conditions under which a message must be r-delivered loyratittqprocesses, namely,
either when its sender is correct, or when at least one correct grodedivered it.

Itis easy to see that, all correct processes r-deliver the same sessdges\/, and this set contains
all the messages they r-broadcast. Moreover, a faulty processesedi subset o/, but two faulty
processes can r-deliver (before crashing) two sets of mesddgesid M 2 such that none ol/1 and
M?2 contains the other set.
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Implementations of R-Broadcast can be easily design€dimP,, ,[0]. A very simple (but ineffi-
cient) one is the following. When, at the implementation level, a process esdeivthe first time a copy
of the messageaG(m), it first forwards it to all the other processes, and only then r-dediite Accord-
ing to the underlying topology and the way message identifiers are built, nfimierfimplementations
can be designed (e.qg., [28, 32]).

2.3 k-Set agreement

The k-agreement problem was introduced in [8] in the context of the médeWP,, .[0]. It consists
in implementing an operation denotppose,, () satisfying the properties stated below. This operation
takes an input parameter, and returns a value. When a process improkese, (v), we say that it
“proposes value”. When a process returns fropropose,, () with the valuew, we say that it “decides
w”. Itis assumed that at least the correct processes inpaksse; (). The properties defining-set
agreement are the following.

e C-KS-Validity. It a process decides there is a process that proposed

e C-KS-Agreement. At most different values are decided.
e C-KS-Termination. Any correct process decides a value.

As before, Validity relies the outputs to the inputs. Agreement defines aioabion constraint on
the processes. Termination states that at least the processes thatdishatecide.

3 Crash Model: A Randomizedk-Set Agreement Algorithm

This section presents an algorithm which solvesi#iset agreement problem@AMP,, [t < n/2,LRC].
Algorithm 1 is a round-based algorithm, which means that the processes execuigeaceqf asyn-
chronous rounds

As we are interested in a randomized algorithm to séhsmt agreement, the Termination property
is weakened as follows [2, 27]: any correct process decides wittapitity 1. In the context of round-
based algorithms, this property can be re-stated as follows, wher@ny correct process:

C-KS-P-Termination: lim,_, . (Probability[p; decides by round]) = 1.

3.1 Description of the algorithm

Each procesg; starts Algorithm1 by invoking propose; (v;), wherew; is the value it proposes. It
decides a value when it executes the statementn(v); v is then the value it decides. Moreover, when
it executegreturn(), a process terminates its participation to the algorithmdenotes a default value
that no process can propose. Itis used during each round to résérset of proposed values to a set of
at mostk values.

Algorithm 1 is described in Figure 1. Each process manages a local vaeigihlavhich represents
the current estimate of its decision value. Initialyf; is set tov; (the value proposed by;). Process
pi manages also a local array!;[1..n], initialized to[L, ..., L].

Dissemination of the proposed values When, it starts, a procegs first r-broadcasts the value it
proposes (line 1). When, it r-delivers the value proposeg by; saves it inval;[j] (line 16). Let us
notice that, due to the Validity and Termination properties of R-broadcastthgsaal[1..n] of the
correct processes eventually (a) contain at least the values ptbpgssach correct process, and (b)
become equal.

!Differently from round-based synchronous algorithms where thgrpss from a round to the next one is a built-in property
provided by the model, in an asynchronous system it is to the processasiément the progress of a round to the next one.



O©CoO~NOUTAWNPE

A sequence of asynchronous rounds The processes execute a sequence of asynchronous rounds to
converge to a set of at moktvalues. Each round is made up of two communication phases (hence it
costs two communication steps). The aim of the first phase (lines 3-6) isc® éaich process to adopt
either a value from a set of at mastdifferent values, or the default value. The aim of the second
phase (lines 7-13) is to allow processes to decide_ nhaaues that have been previously adopted, while
ensuring that (if processes decide during distinct rounds) no morettidfierent values will eventually

be decided (i.e., the Agreement property is not violated).

operation propose,, (v;) is

(1) wal; + [L,...,L]; r; < 0; est; < v;; R_broadcast VAL (v;);

(2) while truedor; < r; + 1; % roundr; = r %

1 - phase 1 of round;: From up ton values to up td values plus possibly ——
3) broadcast PHASEL(r;, est; );

4) wait (PHASEL(r;, —) received fromR = k[ ;17 | + 1 processes);

(5) if Gv|W = [17] + 1 PHASEL(r;, v) messages have been received)

(6) then ph2_est; < v elseph2_est; < L end if;

1 - phase 2 of round;: Try to decide on one of at moktvalues
@) broadcast PHASE2(r;, ph2_est;);

(8) wait (PHASE2(r;, ph2_est) received frommaj = | 5 | + 1 processes);

9) let ph2_rec;= { ph2_est such thaPHASE2(r;, ph2_est) has been received

(10) caseph2_rec; = {1} then est; < val;[random([1..n])]
(11) 1L & ph2_rec; then letv be any valuec ph2_rec;; R_broadcast DEC(r;, v)
(12) ph2_rec; = {L,v,...} thenest; - any non-L valuec ph2_rec;

(13) endcase
(14) end while.

(15) whenvAL (v) is r-delivered from p; do val;[j] < v.

(16) whenDEC(r,v) is r-delivered from p; do return(v).

Figure 1: Solving:-set agreement iGAMP,, ,[t < n/2, LRC] (Algorithm 1)

Let us notice that, differently from the R-broadcast used at lines 1 anthé& broadcast operation
used at lines 3 and 7 is the unreliable macro-operation multi-send definedtiorS2.1.

First phase of aroundr The processes first exchange their current estimate values (linet.8t4is
note that, as far the roundis concerned, a messageASEL(r, v) can be interpreted as a vote for the
valuewv. Accordingly, a procesg; adopts a value if has received enough votes for it,1$ayotes. If,
among the values it has received, none has enough votes to be adg@ddpts the default value.
The adopted value is kept fh2_est; (line 6).

The aim is to have at mostdifferent values adopted by the processes at the end of the first.phas
In order to attain this goal, we must hai{fe+ 1)1V > n (as there are only processess + 1 values
cannot each obtaill” votes). This means th&t’ = H;‘T*ﬂ =7l + 1

Let us now examine how many messagesSEL(r, v) a process has to wait for (at line 4) before
adopting a value (line 6) in order to have a chance to adopt a value initialyopea by a process (i.e.,
a value different fromL). Let R be this number. Considering the case whgradopts a nont value,
let us examine the worst situatiop; can receivg W — 1) votes for(k — 1) different values, and only
then receivdV votes for the value it adopts. HenceR = (W — 1)(k — 1)+ W = (W — 1)k + 1.
Moreover, in order that no process blocks at line 4, we must liave n — t which is equivalent to
t<n—klg5]

Hence, at the end of the first phase, the set of the local varigheg st; contains at most values,
plus possiblyl. The aim of the second phase is to allow each process to decide one @hihes
1 values in such a way that the Agreement property be not violated evendégses decide during
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different rounds.

Second phase of a round> During the second phase, the processes exchange the values they hav
previously adopted. A procegswaits for messagesHASE2() from a majority of processes (lines 7-8).

As shown at line 9ph2_rec; is the set of values received Ipy. Let us notice that it (%2 1) belongs to
ph2_rec;, thenv was the estimate of at moH{ processes at the beginning of the current round. There
are three cases determined by the contephaf rec;.

e If I & ph2_rec;, p; can decide any value of this set (line 11). It then r-broadcasts the message
DEC(v). If p; does not crash, this message will be r-delivered at all the non-ctasbeesses,
which (if they do not have yet decided) will decidet line 15.

e If ph2_rec; contains bothl and non4. valuesp; updates its estimatest; to any non4. value of
ph2_rec;, and proceeds to the next round.

e If ph2_rec; contains only the default valug, p; updates its current estimates; to a randomly
chosen value (line 10), and then proceeds to the next round. Actpalglects randomly a
process identity (say) and setsest; to val;[z]. Let us note thaval;[z] is equal to the value
proposed by, or L. The randomness of the choices guarantees that eventually thereiads ro
during whichp; selects nont entries of its arrayal;[1..n].

It is important to observe that, as soon as a process returned from bheaReast of line 11, all
correct processes will eventually return a value. Said, differentlyesallock is possible as soon as a
process has executed line 11.

Deterministic behavior Let us point out a nice feature of Algorithin When processes collectively
propose at most values, or said differently when the cardinal of the set of all propwakds is at most

k, the algorithm terminates deterministically at the first round without executingatidom statement
line 10. Indeed, in such a situation, there exists at least one value théiesdkis predicate of line 5 and
all processes that do not crash execute line 11 as no process keelesatlt valuel .

3.2 Proof of the algorithm

As announced previously, the proof assumes 2t andn — ¢t > kLkLHJ, e t<n-— k:[k%lj.

Lemma 1 If no process decides during a rountd< r, all correct processes will start round+ 1.

Proof The proof is by contradiction. Letbe the first round during which a correct procgsblocks
forever. It does it in avait() statement at line 4 or 8.

Due to the assumption, all the correct processes start rouadd consequently send a message
PHASEL(r, —). As there are at leas$t — ¢) correct processes, and— ¢ > R, it follows thatp; receives
at leastk messageBHASEL(r, —), andp; cannot block forever at line 4. Moreover, it follows that each
correct process sends a messegase2(r, —) at line 7.

AsVk >0: (n—k[z5]) < §,andR = k| 47| + 1, itfollows thatn — (R — 1) < 7, from which
R > % follows. Hence, every correct processreceives a messageiASE2(r, —) from a majority of
processes. It follows that it cannot block forever at line 8. O7emma 1

Lemma 2 Let EST[r| be the set of the estimate values of the processes that start routfdL ¢
EST[r|and|EST|[r]| < k, any process that starts rounddecides during this round, unless it crashes.
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Proof As by assumption there are no more tliadifferent estimates values (all different fran) at the
beginning ofr, the messagesHASEL(r, —) carry at mosk different values. AR = (W — 1)k + 1, it
follows that any procesg; (that executes line 5 during selects one of these values (sgyto update
ph2_est; at line 6. Said in another way, no local variahle2_est is set toL. It follows that Vi:
1L & ph2_rec;. Consequently, any procegscan only execute line 11 and decide. O emma 2

Lemma 3 Let PH2_EST|r] be the set including the values of all th2_est; local variables at the
end of the first phase of(i.e., just after line6). PH2_FE ST |r| contains at most values, plus possibly
the default valuel..

Proof Let us assume thatH2_FEST|r] contains(k + 1) non-L values. If a value belongs to this set
(hence, is the value of a local varialle2_est;), it has been received (by sompg from at leastiV’
processes (see line 5). Moreover, each process sends only osegemsAsEL() per round, which
carries a single value (line 3). It follows thét + 1)1¥ processes have sent messagesseL(). As

(k 4+ 1)W > n, this is impossible. O Lemma 3

Lemma 4 A decided value is a proposed value.

Proof The proof follows from the observation that a decided value is an estimdiégedhif from L,
and it follows from the code that any estimate variad#€ can only contain a proposed value or
Uremma 4

Lemma 5 Every correct process eventually decides with probabllity

Proof Letus remark that, if a process decides (executesn() at line 16), all correct processes decide.
This follows from the Termination property of the R-broadcast abstracisea to disseminate decided
values (lines 11 and 16).

The proof is by contradiction. Let us assume that no process decillese iB a time- after which:
- (H1) There are only correct processes executing the algorithm, and
- (H2) The arraysal[1..n] of the correct processes are equal. This is a direct consequetioe fatct
that these arrays are filled in with values that are disseminated with the Rebsiaabstraction. If both
p; andp; are correct, then if the valus, is r-delivered byp;, it is also r-delivered by;. Hence afterr,
val;[k] = vy, impliesval;[k] = vy,

Let us first note that, as no process decides, no correct procegs fidoever in a round (Lemma 1).
Moreover, no process executes line 11. Hence, at every roafigr 7, a process executes line 10 or
line 12. We consider three cases.

e Case 1: All the processes that executexecute line 12.
So, all the processes set their estimates to a heatue. Due to Lemma 3, there are no more than
k different estimate values. Hence, all the processes that start the (lound) do it with at most
k different estimates, no one being equalltoDue to Lemma 2, they decide.

e Case 2: During at least one process (but not all) executes line 12.
In this case, due to Lemma 3, each progedhat executes line 12 sets its local variabie; to a
non-L value taken from a set (namely, H2_FE ST[r]) that includes at most non-L values. The
other processes execute the line 10. There is a probabilify) uch that each of these processes
sets its estimate variable to a nanvaluee PH2_FEST|r].

e Case 3: During round no process executes line 12.
In this case, all the processes execute line 10. There is a probability that they get no more
thank different estimate values (all different frorn).

8
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In Case 1, the termination is obtained. Let us consider Case 2 and Casgi3g Bny round after,
there is a probabilityy > 0 that there are at mogt estimate values, each different fram Hence,
there is a probability?(a) = p + p(1 —p) +p(1 —p)2 + - + p(1 — p)* ! =1 — (1 — p)* that,
after at mosty rounds, the processes have no more thastimate values, each different fram As
lim,—, P(a) = 1, it follows that, with probability 1, all processes will start a round with no ntbes
k estimate values, each different fram Then, according to Lemma 2, they will decide. O;cimma 5

Lemma 6 No more thark different values are decided.

Proof When a process decides at line 16 due to a messageé-, v), we say that it decides at round
This is because the valuewas computed at roundby some process.

Let r be the first round during which processes decide. They decide $®same processes issued
an R-broadcast at line 11. Due to Lemma 3, theREt2_EST|r] contains at most non-L values.
Moreover, it follows from line 11, that a process that decides can aetdide one of those values.

Let us now consider a proceps that proceeds to roun@d + 1). We claim (proof below) that its
estimateest; is updated to a value of the sBtH2_EST[r] before it proceeds to the rourfd + 1).
From this claim we conclude that, after rounda value¢ PH2_EST|[r] cannot be the value of a local
variableest;. Hence, any future value r-broadcast at line 11 (and consequeotintially decided) can
only be a value oPH2_EST|r|.

Proof of the claim Let p; be a process that decidesat roundr. This means that a procegs
computedv at line 11 of round-. Hence, | ¢ ph2_rec;. Moreover, the seph2_rec; contains only
values coming from the local variablps2_est of a majority of processes (line 9). Lej be a process
that progresses to rourfd + 1). As p; has also received values from a majority of processes (line 9),
we haveph2_rec; N ph2_rec; # 0. Henceph2_rec; # {L}. It follows thatp; has not executed line
10 before progressing to the roufd+ 1). It has necessarily executed line 12. Consequently it updated
est;j to anon-L value of PH2_EST(r|. End of the proof of the claim OLemma 6

Theorem 1 Algorithm1 solves the:-set agreement problem GAMP,, ;[t < n/2,LRC].

Proof The proof follows from Lemma 4 (Validity), Lemma 5 (P-Termination), and LemmAdi¢e-
ment). Urheorem 1

4 Asynchronous Model with Byzantine Failures, and Definitions

4.1 Computation model

From CAMP, , to Byzantine failures The computation model is the asynchronous message passing
model presented in Section 2 enriched with local random coins (LRCiffétslonly in the nature of
process failures.

Failure model Up tot processes may exhibitByzantinebehavior [17, 25]. A process that exhibits

a Byzantine behavior is callddulty. Otherwise, it iscorrector non-faulty A Byzantine process is a
process that behaves arbitrarily: it may crash, fail to send or rene@gsages, send arbitrary messages,
start in an arbitrary state, perform arbitrary state transitions, etc. As a searplaple, a Byzantine
process, which is assumed to send a message all the processes, can send a message¢o some
processes, a different message to another subset of processes, and no message at all to the other
processes. More generally, a Byzantine process has an unlimited coiomaitpower, and Byzantine
processes can collude to “pollute” the computation. Let us notice that, &spa@cof processes is

9
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connected by a channel, no Byzantine process can impersonate gmotess, but Byzantine processes
are not prevented from influencing the delivery order of messages$meorrect processes.

Discarding messages from Byzantine processedf, according to its algorithm, a procegs is as-
sumed to send a single message () to a proces®;, thenp; processes only the first messages (v)

it receives fromp;. This means that, if; is Byzantine and sends several messagesv), TAG(v')
wherev’ # v, etc., all of them except the first one are discarded by their receiilegsus observe that
this does not prevent multiple copies of the first messags) to be received and processed by their
receiver.)

Notation This computation model is denotd§iAMP,, ;[)] (BAMP stands for “Byzantine Asyn-
chronous Message Passing”). As &b MP,, ;[0)], this basic model is both restricted with a constraint
ont and enriched with local coins. Itis consequently dendied\1P,, ;[t < n/«, LRC], wherea > 1.

4.2 The no-duplicity broadcast abstraction

The follwing broadcast abstraction will be a basic component used inlthe &l SMV-broadcast ab-
straction presented in Section 5 (which is the communication abstraction onigbiglt the Byzantine-
tolerantk-set algorithm presented in Section 6).

Definition of the ND-broadcast communication abstraction This abstraction was introduced by S.
Toueg in [35]. It is defined by two operations denold_broadcast() andND_deliver(), which allow
the processes to eliminate one bad behavior of Byzantine processeaspidoisely, a Byzantine process
is prevented from sending different messages to different correcepses, while it is assumed to send
the very same message to all of them.

As previously, when a process invokgb_broadcast TAG() we say that it "ND-broadcasts” a mes-
sage, and when it invoké¢D_deliver() we say that it "ND-delivers” a message. Considering an instance
of ND-broadcast where the operatii®_broadcast TAG() is invoked by a process, this communica-
tion abstraction is defined by the following properties.

e ND-Validity. If a non-faulty process ND-delivers a message framthen, if it is non-faulty,p;
ND-broadcast this message.

e ND-No-duplicity. No two non-faulty processes ND-deliver distinct mgssaromp;.

e ND-Termination. If the sender; is non-faulty, all the non-faulty processes eventually ND-deliver
its message.

Let us observe that, if the sendgy is faulty, it is possible that some non-faulty processes ND-
deliver a message from; while others do not ND-deliver a message frpm As already indicated,
the no-duplicity property prevents non-faulty processes from NDveletig different messages from a
faulty sender.

An algorithm implementing ND-broadcast It is shown in [35] that < n/3 is a necessary require-
ment to implement ND-broadcast in a Byzantine asynchronous messsgjagpaystem. Algorithm 2
(from [35]) implements ND-broadcast IlMMPn,tm[t < n/3].

When a procesg; wants to ND-broadcast a message whose content is broadcasts the mes-
sageND_INIT (i, v;) (line 1). When a process receives a messageINIT (j, —) for the first time, it
broadcasts a message_ECHO(j, v) wherev is the data content of thed_INIT() message (line 2).
If the messageiD_INIT (4, v) received is not the first message_INIT (j, —), p; is Byzantine and the
message is discarded. Finally, whgnhas received the same message ECHO(j,v) from (n — t)
different processes, it locally ND-delivexssG(j, v) (lines 3-4).

10
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operation ND_broadcast MSG(v;) is
(1) broadcast ND_INIT (z,v;).

whenND_INIT (7, v) is delivered do
(2) if (first reception ofND_INIT (j, —)) then broadcast ND_ECHO(j, v) end if.

whenND_ECHO(j, v) is delivered do

(3) if (ND_ECHO(j,v) received from(n — ¢) different processes andisG(j, v) not yet ND_deliveredi
()] then ND_deliver MSG(j, v)

(5) endif.

Figure 2: Implementing ND-broadcastBAMP,, ;[t < n/3] (Algorithm 2) [35]

The algorithm considers an instance of ND-broadcast, i.e., a correoe$s invokes at most once
ND-broadcast. Adding a sequence number to each message allowscaegpto ND-broadcast a
sequence of messages.

Theorem 2 Algorithm2 implementdND-broadcasin the system mod&@AMP,, :[t < n/3].

Proof (The proof is from [35]. It is given for completeness.) To prove the-fdBnination property,
let us consider a non-faulty processthat ND-broadcasts the messageG(v;). As p; is non-faulty,

the messag®D_INIT (4, v;) is received by all the non-faulty processes, which are at leastt), and
every non-faulty process broadcasts_ECHO(i, v;) (line 2). Hence, each non-faulty process receives
the messageD_ECHO(4, v;). from (n — t) different processes. It follows that every non-faulty process
eventually ND-delivers the messageG(i, v;) (lines 3-4).

To prove the ND-no-duplicity property, let us assume by contradictionwhon-faulty processes
p; andp; ND-deliver different messages; andm, from some procesg;, (i.e., m; = MSG(k,v) and
mgy = MSG(k, w), with v # w). It follows from the predicate of line 3, that receivedecHO(k, v) from
a set of(n — t) distinct processes, ang receivedeCHO(k, w) from a set of(n — ¢) distinct processes.
As n > 3t, it follows that the intersection of these two sets contains a non-faulty gsodgut, as it
is non-faulty, this process sent the same message&cHO() to p; andp; (line 2). Hencem; = mo,
which contradicts the initial assumption.

To prove the ND-validity property, we show that, if Byzantine processegef and broadcast a
messagelD_ECHO(i, w) such thap; is correct and has never invok&dD broadcast MSG(w), then no
correct process can ND-deliversG(i, w). Let us observe that at mosprocesses can broadcast the
messageiD_ECHO(i, w). Ast < n — t, it follows that the predicate of line 3 can never be satisfied at
a correct process. Hencepif is correct, no correct process can ND-deliver frpa message that has
not been ND-broadcast hy. OTheorem 2

It is easy to see that this implementation uses two consecutive communicatiorastepgn?)
underlying messages ¢ 1 in the first communication step, andn — 1) in the second one). Moreover,
there are two types of protocol messages, and the size of the contmohatfon added to a message is
log, n (sender identity).

4.3 k-Set agreement

Definition The intrusion-tolerant Byzantine (ITB)set agreement was informally presented in the in-
troduction. When considering round-based randomizedt agreement algorithms (namely, the system
model BAMP,, :[LRC]) these properties are the following.

e B-KS-Validity. If a correct process decidesthenv was proposed by a correct process.

e B-KS-Agreement. The set of values decided by the correct proeess¢ains at mosgt values.
e B-KS-P-Terminationlim,_, ;. (Probability[p; decides by round]) = 1.

11
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Additional constraint  As stated in the Introduction, we assuimeC ¢. Moreover, we have also seen
that, in order for a correct process to decide neither a value propogetyy Byzantine processes, nor
a predefined default value, it is assumed that, whatever the domain ofltles vhat can be proposed
by the correct processes, in any execution, at modifferent values are proposed by correct processes,
wherem depends om andt¢, namely,n > t(m + 1). As shown in [15], this condition is necessary.
Hence, assuming the non-triviality conditiohs< ¢, and the fact that, in any execution, at most
different values are proposed by the correct processes, thersysbelel considered here to solve the
ITB k-set agreement problem BAMP,, [t < n/(m + 1),LRC].

5 Two Multivalued Validated Broadcast Abstractions

This section presents the all-to-all communication abstractions MV-broealt$ SMV-broadcast. “All-

to-all” mean that it is assumed that all the non-faulty processes invoke thesponding broadcast
operation. As indicated in the introduction, these abstractions extend to thvalue” case the BV-

broadcast and SBV-broadcast communication abstractions introdud@]jrwhich consider binary
values only.

5.1 Multivalued validated all-to-all broadcast

Definition of MV-broadcast This communication abstraction provides the processes with a single
operation denotetV_broadcast(). When a process invokedV_broadcast TAG(m), we say that it
“MV-broadcasts the message typesls and carrying the value:”. The invocation ofMV_broadcast
TAG(m) does not block the invoking process. The aim of MV-broadcast is to elteithee values (if
any) that have been broadcast only by Byzantine processes.

In each instance of the MV-broadcast abstraction, each correcégsp, MV-broadcasts a value
and eventually obtains a set of values. To store these values, MVdastaprovides each process
p; with a read-only local variable denotedv_values;. This set variable, initialized t@, increases
asynchronously when new values are received. Each instance dfrb@dcast is defined by the four
following properties.

e MV-Termination. The invocation df1V_broadcast() by a correct process terminates.

e MV-Justification. Ifp; is a correct process ande muv_valid;, v has been MV-broadcast by a
correct process.

e MV-Uniformity. If p; is a correct process ande mv_valid;, eventuallyy € mv_valid; at every
correct process;.

e MV-Obligation. Eventually the setw_wvalid; of each correct procegs is not empty.

The following properties are immediate consequences of the previougidafin
e MV-Equality. The setsnv_valid; of the correct processes are eventually non-empty and equal.

e MV-Integrity. The setmwv_wvalid; of a correct procesg; never contains a value MV-broadcast
only by Byzantine processes.

On the feasibility condition n > (m + 1)t Letm be the number of different values MV-broadcast by
correct processes. It follows from the previous specification that) ehen the (at most)Byzantine
processes propose the same vaiy@hich is not proposed by correct processesannot belong to the
setmwv_wvalid; of a correct process;. This can be ensured if and only if there is a value MV-broadcast
by at least(t + 1) correct processes. This feasibility condition is captured by the predicate > mt

(see [15] for a proof of this feasibility condition). Henee> (m + 1)t is a feasibility condition for
MV-broadcast to cope with up toByzantine processes. Let us notice thatpas> 2, n > (m + 1)t
impliesn > 3t.

12
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An MV-broadcast algorithm  Algorithm 3 describes a simple implementation of MV-broadcast, suited
to the system modeBAMP,, [t < n/(m + 1)]. This algorithm is based on a simple “echo” mecha-
nism. Differently from previous echo-based algorithms (e.qg., [5, 34¢)ettho is used here with respect
to each value that has been received (whatever the number of predkasbroadcast it), and not with
respect to each pair composed of a value plus the identity of the procebsahdcast this value. Hence,

a value entails at most one echo per process, whatever the numbece$sge that MV-broadcast this
value.

let witness(v) = number of different processes from whiklv _vAL (v) was received.

operation MV_broadcast MSG(v;) is
(1) broadcast MV_VAL (v;); return().

whenmv_VAL (v) is received

(2) if (witness(v) >t + 1) A (MV_VAL (v) not yet broadcast)

3) then broadcast MV_VAL (v) % a process echoes a value only once %
(4) endif;

(5) if (witness(v) > n —t) A (v ¢ mu_valid;)

6) then mv_valid; < mv_valid; U {v} % local delivery of a value %

(7) endif.

Figure 3: Implementing MV-broadcast BAMP,, [t < n/(m + 1)] (Algorithm 3)

When a procesp; invokesMV_broadcast MSG(v;), it broadcastsiv_VAL (v;) to all the processes
(line 1). Then, when a procegs receives (from any process) a message VAL (v), (if not yet done)
it forwards this message to all the processes (line 3) if it has receiveshthe message from at least
(t + 1) different processes (line 2). Moreover,pf has received from at least(n — ¢) > (2t + 1)
different processes, the valués added tanv_valid; (lines 5-6). Let us notice that, except in the case
where|muv_valid;| = m, no correct procesg; can know if its setnv_valid; has obtained its final
value.

Theorem 3 Algorithm3 implements MV-broadcast in the system md&ldIMP,, ;[t < n/(m + 1)].

Proof The proof of the MV-Termination property is trivial. If a correct pros@s/okesMV_broadcast(),
it eventually sends a message to each process, and terminates.

Proof of the MV-Justification property. To show this property, we pritnag a value MV-broadcast
only by faulty processes cannot be added to thergetvalid; of a correct procesg;. Hence, let us
assume that only faulty processes MV-broadaeastit follows that a correct process can receive the
message1Vv _VAL (v) from at most different processes. Consequently the predicate of line 2 cannot be
satisfied at a correct process. Moreovemast > t, the predicate of line 5 cannot be satisfied either at
a correct process, and the property follows.

Proof of the MV-Uniformity property. If a value is added to the setwv_valid; of a correct process
pi (local delivery), this process receive _VAL (v) from at leastn—t) different processes (line 5), i.e.,
from at leastn — 2t) different correct processes. As each of these correct pregsssit this message
to all the processes, it follows that the predicate of line 2 is eventually sdteffieach correct process,
which consequently broadcasty _VAL (v) to all. As there are at least. — t) correct processes, the
predicate of line 5 is then eventually satisfied at each correct progesshe MV-Uniformity property
follows.

Proof of the MV-Obligation property. It follows from the feasibility conditian> (m + 1)¢, that
there is a valuer MV-broadcast by at least + 1) correct processes. It then follows that these pro-
cesses issublV_broadcast MSG(v), and consequently all correct processes first deliver the message
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MV _VAL (v) and then broadcast at line 3 (if not previously done). Hence, eackot@rocesy; even-
tually delivers this message from — t) processes and addgo its setmwv_valid; (line 5-6), which
proves the property. UTheorem 3

Cost of the algorithm  As at mostn values are MV-broadcast by the correct processes, it follows from
the text of the algorithm that each correct process broadcasts eti@sefvalues at most once (at line 1
or line 3). Hence, if there are € [n — t..n| correct processes, their broadcasts entail the sending of at
mostm ¢ n messagesV_VAL (). Finally, whatever the number of values that are MV-broadcast, the
algorithm requires at most two communication steps.

5.2 Synchronized multivalued validated all-to-all broad@st

Definition of SMV-broadcast This all-to-all communication abstraction provides the processes with
a single operation denot&dMV_broadcast TAG(). As indicated by its name, its aim is to synchronize
processes so that, if a single values delivered to a correct process, theis delivered to all the correct
processes.

In each instance of the SMV-broadcast abstraction, each correatgs invokeSMV_broadcast
TAG(). Such an invocation returns to the invoking procgss set denoteaiew; and called a local
view. We say that a processntributesto a setview; if the value it SMV-broadcasts belongsdéew;.
SMV-broadcast is defined by the following properties.

e SMV-Termination. The invocation &MV _broadcast TAG() by a correct process terminates.

e SMV-Obligation. The setiew; returned by a correct procegsis not empty.

e SMV-Justification. Ifp; is correct and € view;, then a correct process SMV-broadcast
e SMV-Inclusion. Ifp; andp; are correct processes andw; = {v}, thenv € view;.

e SMV-Contribution. Ifp; is correct, at leastn — t) processes contribute to its seétw;.

e SMV-No-duplicity. Let VIEW be the union of the setgew; of the correct processes. A process
contributes to at most one value BTEW .

The following property is an immediate consequence of the previous defingtioperty.
e SMV-Singleton. Ifp; andp; are correct|(view; = {v}) A (view; = {w})] = (v=w).

Letv € VIEW, p; a correct process, ang a Byzantine process. Itis possible that, while the value
v was SMV-broadcast by; (hencep; contributed toVIEW), p; also appears as contributing WWE W
with the same value. The SMV-No-duplicity property states that if a valu@roposed by a Byzantine
process appears ii/EW thenv was also proposed by a correct process.

following: no valuew € VIEW \ {v} appears as a contribution pf.

An SMV-broadcast algorithm  Algorithm 4 implements the SMV-broadcast abstraction in the system
modelBAMP,, [t < n/(m+1)]. Aprocesy; first MV-broadcasts a messagsc (v;) and waits until

the associated setv_values; is not empty (lines 1-2). Let us remind that, whgrstops waiting, the set
mu_values; has not necessarily obtained its final value. Thgrmextracts a valuev from mv_values;

and ND-broadcasts it to all (line 3). Let us notice that, due to the ND-mbiaity property, no two
correct processes can ND-deliver different values from the saymarine process.

Finally, p; waits until the predicate of line 4 is satisfied. This predicate has two aims. Bhésfto
discard fromwiew; (the set returned by;) a value broadcast only by Byzantine processes. Hence the
predicateview; C mv_values;. The second aim is to ensure that, if the vieiww,; of a correct process
p; contains a single value, then this value eventually belongs to thewiew; of any correct process
p;. To this end(n — t) different processes (hence, at le@st- 2t) correct processes) must contribute
to view;.
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operation SMV_broadcast MSG (v;) is
(1) MV_broadcast MSG(est;);
(2)  wait (mv_values; # 0);

% muv_values; has not necessarily its final value when the wait statement terminates %
(3) ND_broadcast ND_AUX (w) wherew € muv_values;;
(4) wait (3 a setview; such that its values (i) belong tov_values;, and

(if) come from messagesd_AuUX () received fromn — t) distinct processes);

(5)  return (view;).

Figure 4: Implementing SMV-broadcast®yAMP,, [t < n/(m + 1)] (Algorithm 4)

Multiset version of SMV-broadcast While a value belongs or does not belong to a set, a multiset
(also called a bag) is a set in which the same value can appear several fimas. example, while
{a,b,c} and{a, b, b, c, c, c} are the same set, they are different multisets.

It is easy to see that the “set” version of the SMV-broadcast (white; is a set) and Algorithm 4
can be easily converted into a “multiset” version wheiew; is a multiset. Both versions will be used
in the randomized-set agreement presented in Section 6.

Theorem 4 Algorithm4 implementsSMV-broadcasin the system mod&AMP,, ,[t < n/(m + 1)].

Proof Proof of the SMV-Termination property. Let us first observe that, dutaéoMV-Termination
property and the MV-Obligation property of the underlying MV-broadcas correct process blocks
forever at line 2. As there are at le&st— ¢) correct processes, and none of them blocks forever a line 2,
it follows from the ND-Termination property that each correct processrn from the ND-broadcast
at line 3, and eventually ND-delivers values from at least (the- ¢) correct processes. Moreover,
due to the MV-Justification property, these values have been SMV-tasaly correct processes, and,
due to the MV-Uniformity property, the setav_valid; of all correct processes are eventually equal.
It then follows that the predicate of line 4 becomes eventually satisfied at@ngct procesg;, and
consequently the invocations 8MV_broadcast() of the correct processes terminate.

Proof of the SMV-Obligation property. Any correct proces®ventually ND-delivergn — ¢) mes-
sagesND_AuUX () sent by correct processes. As (a) these messages carry valeasfriak the set
mu_values, Of correct processes, and (b) these sets (b.1) are eventuallyaaibtorrect processes,
and (b.2) contain all values ND-broadcast at line 3 by the correcepsas, it follows (from the predicate
of line 4) that the setiew; returned by a correct process is not empty.

Proof of the SMV-Justification property. This property follows directlyrnfrthe fact that the predi-
cate of line 4 discards the values ND-broadcast only by Byzantine gsesgand from the MV-Justification
property, namely, the setv_wvalues; of a correct process contains only values MV-broadcast by dorrec
processes.

Proof of the SMV-Inclusion property. Let us consider a correctessp; and assumeiew; = {v}.

It follows from the predicate of line 4 that has ND-delivered the same message AUX (v) from at
least(n — t) different processes. As at masif them are Byzantine, it follows that ND-delivered this
message from at leagt — 2t) different correct processes, i.e.,7as- 2t > ¢ + 1, from at leas{t + 1)
correct processes.

Let us consider any correct procgss This process ND-delivered messages AUX() from at
least(n — t) different processes. A —t) + (t + 1) > n, it follows that there is a correct process
p. that ND-broadcast the same message AUX (v) to p; andp;. It follows thatv € wview;, which
concludes the proof of the lemma.

Proof of the SMV-Contribution property. This property follows triviallyom the part (ii) of the
waiting predicate of line 4.

Proof of the SMV-No-duplicity property. This property is an immediate cqneece of the ND-No-
duplicity property of the ND-broadcast issued at line 3. O heorem 4
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6 Byzantine Model: a Randomizedk-Set Agreement Algorithm

This section presents and proves correct an algorithm which solvels-$be agreement problem in
BAMP,, [t < n/(m+1),LRC]. This algorithm is built in a modular way on top of the SMV-broadcast
communication abstraction.

6.1 Description of the algorithm

Local variables To solve the ITBk-set agreement problem, Algorithm 5, which is round-based, relies
on a very modular construction. Each procgssianages two local variables whose scope is the whole
execution: a local round numbey, and a local estimate of a decision value, denateqg. It also
manages three local variables whose scope is the current roumanultisetview;|[r, 1], an auxiliary
variableaux, and a setiew;[r, 2].

Description of the algorithm  Whenp; invokespropose,.(v;) it assign; to est; and initializes-; to 0
(line 1). Therp; enters a loop that it will exit at line 8 by executirgurn(v), which returns the decided
valuev and stops its participation in the algorithm.

operation propose,, (v;) IS

(1) est; + vi;ri < 0;

(2) repeat forever

(3) r; <—r; + 1,

I phase 1
(4)  wview;[r;, 1] - SMV_broadcast PHASE[r;, 1](est;); % view;[r;, 1] is a multiset %
(5) if (3v appearingV times inview;[r;, 1]) then auz + v elseauz + L end if;

I phase 2

(6)  wiew;[ri,2] < SMV_broadcast PHASEr;, 2](aux); % view;[r;, 2] is a set %
(7) case(L ¢ view;[r;,2]) then letv be any values view;|r;, 2];

(8) broadcast DECIDE(v); return(v)

9) (view;[r;,2] = {L,v,---}) thenest; < any value nont € view;[r;, 2]
(10) (iew;[r;, 2] = {L}) then est; < random(muv_valid;[1,1])

(11) endcase
(12) end repeat

Figure 5: Byzanting:-set agreement based on SMV-broadcast, and local random coligsri(Am 5)

Each round- executed by a procegs is made up of two phases. During the first phase of raynd
each correct procegs invokesSMV _broadcast(est;) (multiset version) and stores the multiset returned
by this invocation inview;[r, 1]. Let us remind that this multiset contains only values SMV-broadcast
by at least one correct process. The aim of this phase is to build a gletSatlenotedA UX [r], which
contains at mostk + 1) values, such that at moatof them are contributed by correct processes, and
the other one is the default value To this end, each correct processchecks if there is a value
that appears “enough” (sa¥’) times in the multiseview;[r, 1]. If there is such a value, p; adopts it
(assignmentux < v), otherwise it adopts the default value(line 5).

The setd UX [r] is made up of theux variables of all the correct processes. BdrX [r| to contain
at mostk non-L values,W has to be such thé&k +1)W > n (there are not enough processes(fo-1)
different values such that each of them was contributetbgrocesses Hence W > n/(k +1).4

2While the value of this set could be known by an external global obsetserlue can never be explicitly known by a
correct process. However, a process can locally build an apprtgimaf it during the second phase.

3Let us remind that, due to the ND-broadcast used in the algorithm implergeBhitv-broadcast, two correct processes
cannot ND-deliver different values from the same Byzantine poces

4See the computation ¥ in Section 3.1.

16



O©CoO~NOUTAWNPE

When it starts the second phase of roun@ach correct procegs invokesSMV_broadcast(aux)
(set version) and stores the set it obtainsviaw;[r,2]. Due to the properties of SMV-broadcast,
view;[r, 2] is a local approximation oft UX [r], namely, we haveiew;[r,2] C AUX[r]. Then, the
behavior ofp; depends on the content of the sétw;|[r, 2.

o If L ¢ view;[r,2], p; decides any value iniew;|[r, 2] (lines 7-8).

e If view;|r, 2] containsL and non-. valuesp; updates its current estimatet; to any non- value

of view;[r, 2] and starts new round (line 9).

e If view;[r,2] contains onlyL, p; starts a new round, but updates previously its current esti-
mateest; to a random value (line 10). This random value is obtained from the sebt@ikn
mu_valid;[1, 1] in the algorithm) locally output by the first MV-broadcast instance invokeg; b
The use of these sets allows the algorithm to benefit from the fact thatdbtssare eventually
equal at all correct processes (MV-Equality property). The BR<$ermination relies on this

property.

As shown in the proof, an important behavioral property of the algorithsniri¢he fact that, at any round
r, it is impossible for two correct processgsandp; to be such that L ¢ view;[r, 2]) A (view;[r, 2] =
{L}). These two predicates are mutually exclusive.

On the value of W (This discussion is similar to the one on the definitioriiofand R appearing in
Section 3.1.) The valu#’ is used at line 5 for a safety reason, namely, no more thaon-1 values
can belong to the set UX[r]. As we have seen, this is captured by the constidiiik + 1) > n. It
appears thatl” has also to be constrained for a liveness reason, namely, when thetgoocesses start
a new round- with at mostk different estimates values, none of them must adopt the valatline 5
(otherwise, instead of deciding at line 7, they could loop forever).

This liveness constraint is as follows. Let us consider the size of the muliiset[r, 1] obtained
at line 4. In the worst case, when the correct processes start aowed r with at mostk different
estimatespiew;|[r, 1] may contain(k — 1) different values, each appearify’ — 1) times, and only
one value that appeal® times. Henceyiew;[r, 1] must contain atleagt = (W — 1)(k — 1) + W =
(W —1)k+1 elements. As it follows from Algorithm 4 thétiew;[r, 1] > n —t, we obtain the liveness
constrainty — ¢t > (W — 1)k + 1.

On message identities The messagesHASE() SVM-broadcast at line 4 and line 6 are identified by
a pair[r, ] wherer is a round number and € {1,2} a phase number. Each of these messages gives
rise to underlying message®_AuXx () (Algorithm 3), Mv_VAL () (Algorithm 2), and underlying sets
witness() (Algorithm 2). Each of them inherits the pair identifying the messageskg ) it originates
from.

On the messagesECIDE() Before a correct process decides a valuié sends a messa@eECIDE(v)
to each other process (line 8). Then, it stops its execution. This haltingdta® prevent correct
processes from terminating, which could occur if they wait forever tyithg messagesiD_AuX () or
MV _VAL () from p;.

To this end, a messa@eECIDE(v) has to be considered as representing an infinite set of messages.
More precisely if, while executing a round a proces®; receives a messageECIDE(v) from a pro-
cessp;, it considers that it has received frops the following set of message{ND_Aux[r’, 1](v),
ND_AUX[r/, 2](v), MV_VAL 1, 1](v), MV_VAL [1/, 2](v) },»>,. Itis easy to see that the messagesIDE()
simulate a correct message exchange that could be produced, aftedédided, by a deciding but non-
terminating process.

Another solution would consist in using a Reliable Broadcast abstractibndpas with Byzantine
processes. In this case, a process could decide awasisoon as it has RB-deliveré4 1) messages
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DECIDE(v). An algorithm implementing such a reliable broadcast is presented in [5]. aldusithm
requiresO(n?) messages and assumes< t/3, which is a necessary requirement to implement one
reliable broadcast in the presence of Byzantine processes.

6.2 Proof of the algorithm

The proof considers the system modeMP,, ;[t < n/(m + 1),LRC], the algorithmic safety and
liveness constraints o, namely,W(k + 1) > nandn —t > (W — 1)k + 1, and the non-triviality
condition(k < m) A (k <t).

Preliminary remark 1 The proof considers the semantic of the messagesDE() described pre-
viously. This is equivalent to consider that, after it has decided, aaqgorecess continues executing
while skipping line 8.

Notation Given around-, let EST[r] be the set of estimate values of the correct processes when they
start round-, and A UX [r] be the set including the values of thex; variables of the correct processes
at the end of the first phase of roundi.e., just after line 5). Let us notice thdtUX [r] can containL.

Preliminary remark 2  The proof of the MV-Obligation property requires that at mastifferent val-

ues are MV-broadcast. Hence, this requirement extends to the invaaiidh broadcastPHASEr, z](),
wherex € {1,2}. By assumption, this requirement is initially satisfied, namgh§7'[1]| < m. We

will see in the proof that (i4 UX [r] contains at most values proposed by correct processes plus pos-
sibly L, (ii) view;[r, 2] is a subset oA UX [r], and (iii) mv_valid;[1, 1] contains only values proposed
by correct processes. From the previous observations we coritlatlat mostn different values are
SMV-broadcast at line 4 and line 6 of Algorithm 5.

Lemma 7 If a correct process decides a value, this value was proposed byrectprocess.

Proof Let us consider the first round= 1. It follows from the MV-Justification property of the SMV-
broadcast invocation at line 4 that the multisétw;[1, 1] of any correct procegs contains only values
SMV-broadcast by correct processes. The same is true for théesgf1, 2] which, in addition, can also
contain the default value.. It follows that, if a correct process decides at lines 7-8, it decidedus va
proposed by a correct process. If a correct process pragésshe next round, it executes line 9 or
line 10 (for line 10, this follows from the MV-Justification property of the o 1V-broadcast generated
by the invocatiorSMV_broadcast PHASE[1, 1](est;)). In both cases, its new estimate value is a value
proposed by a correct process. Hence the estimate values of theggetleat start the second round are
values proposed by correct processes. Applying this reasoning sedjuence of rounds, it follows that
no correct process can decide a value not proposed by a coroeesg. Oremma 7

Lemma 8 AUX|r] contains at most non-L values, plus possibly the default vallie

Proof Let us assume that UX [r] contains(k + 1) non-L values. If a value belongs to this set, it is the
value of the local variableuz; of a correct procesg;, which appears at leadt’ times in the multiset
view;[r, 1] (line 5). Moreover, due to SMV-No-duplicity property, a process Kgcir or Byzantine)
contributes to at most one of these values. It follows from these olis®rsdhat, if A UX [r] contains
(k+1) non-L values,(k+1)W distinct processes have contributedt®’X [r], i.e., have SMV-broadcast
PHASEr, 1]() messages. A& + 1)W > n, this is impossible. OLemma 8

Lemma 9 If |[EST[r|| < k, any correct process that starts roundlecides during a value of EST[r].
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Proof As by assumption the correct processes have at nditerent estimate values at the beginning
of roundr, it follows from the SMV-Contribution property of the SMV-broadcastiot 4 that at least
(n—t) different processes contributed to the multisety;[r, 1]. Asn—t > (W —1)k+1 (algorithmic
liveness), it follows that the multisetew; [r, 1] of any correct procegs contains at lead” copies of a
value of EST[r]. Henceaux; € EST|r] at each correct process. ConsequentlyX [r] C EST[r]. It
then follows that the predicate of line 7 is satisfied at any correct progesadich decides accordingly
avalue ofview;[r,2] C AUX|[r] C EST|r|, which concludes the proof of the lemma.  Orcmma 9

Lemma 10 Letp; andp; be two correct processes. At any roundhe predicates. ¢ view;|r, 2] and
view;[r, 2] = {_L} are mutually exclusive.

Proof Let us assume by contradiction thatis a correct process such that the predicatg view;[r, 2]
is satisfied (line 7), ang; a correct process such that the predicatew;[r,2] = {1} is satisfied
(line 10).

Due to the SMV-Contribution property of the SMV-broadcast issueg;gndp; at line 6, it fol-
lows thatview;[r, 2] contains values contributed by at leést— ¢) processes, and similarly for the set
view;[r, 2] of p;. Asn > 3t, the intersection of any two sets @f —¢) processes contains at le@st-1)
processes, i.e., one correct process. It then follows that there isegtprocess that contributed to both
view;[r, 2] andview;[r, 2], from which we conclude that eithetiew;[r, 2] containsL, or view;|r, 2]
contains a nonkt estimate value. OLemma 10

Lemma 11 No more thark different values are decided by the correct processes.

Proof Let r be the first round during which correct processes decide. Thagalatline 8. Due to
Lemma 8, the sett UX [r] contains at most non-L values. Moreover, due to the SMV-broadcast issued
by the correct processes at line 6 that we haivey;[r, 2] C AUX [r] at each correct proceps Hence,
due to line 7, a process that decides during roundn only decide a value of UX [r].

Let us now consider a correct procgssthat proceeds to roun@ + 1). Let p; be a process that
decides at round. It follows from Lemma 10 that the predicates¢ view;|r, 2| andview;[r, 2] = {1}
are mutually exclusive. Consequenfly,executes line 9 before progressing to the next round. Hence,
updatecest; to a non-L value ofview;[r, 2] C AUX [r] before progressing to the next round. It follows
that the estimates of the correct processes progressing to the nedtan@nond values ofAUX [r].
Hence, EST|r + 1] C AUX|[r]\ {L}. It then follows from Lemma 9 that at moktvalues are decided.

u Lemma 11

Lemma 12 No correct process blocks forever in a round.

Proof The proofis by contradiction. Letbe the first round at which a correct procgsblocks forever.

It can block at line 4 or line 6. Let us first consider line 4. As no corpgotess blocked forever at a
roundr’ < r, all correct processes start roun@nd invokeSMV_broadcast PHASEr, 1](—). It then
follows from the SMV-termination property that returns from its invocation. The same reasoning
applies to line 6, which concludes the proof of the lemma. O7emma 12

Lemma 13 If a correct process decides during a roundany other correct process that does not decide
by roundr, decides during the roun@ + 1).

Proof The proof is by contradiction. Let us suppose that a correct preggetesidesy at roundr (line
8) and a correct procegs, which does not decide by roumd Due to Lemma 12; proceeds to round
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(r+1). Due to Lemma 10 and the fact thatdecides at round, it follows thatview;[r,2] # {L}.
Hence,p; executes line 9, and assigns a noref AUX[r] to est;. As AUX|r]| contains at mosk
non-L values (Lemma 8), we hav8ST'[r + 1] C AUX]|r], i.e., the roundr + 1) starts with at most
non-L values. Due to the Lemma §; decides in the roung + 1. A contradiction. OLemma 13

Lemma 14 Let VALIDI[1,1] be the final (common) value of the set®_valid;[1,1] of the correct
processesvr we haveAdUX [r] C VALID[1,1].

Proof The proof follows from the observation that the values, proposed loyracat process, which are
notin VALIDI1,1] can appear neither imew;[r, 1] nor inview;[r, 2]. Hence, they cannot appear either
inasetAUX|[r],andAUX[r] C VALID|1, 1] follows. O emma 14

Lemma 15 All correct processes decide with probability

Proof Due to Lemma 13, if a correct process decides, all correct processige. Hence, let us assume
by contradiction that no correct process decides.

Due to the MV-Equality property of the MV-broadcast generated by theciations o5MV _broadcast
PHASH]I, 1]() issued by the correct processes, there is a finite tiaféer which the setswv_valid;[1, 1]
of the correct processes remain forever non-empty and equal.

As no correct process blocks forever in a round (Lemma 12), alecbprocesses progress from
round to round forever. Moreover, as the decision predicate of linenéver satisfied at a correct
process, it follows that, after, any correct process executes line 9 or line 10. Let us considend rou
entered by all correct processes after timd here are three cases.

e Case 1. At round, all the correct processes execute line 9. So, each correct preessits
estimate to a non- value of AUX [r]. Due to Lemma 8, there are then at mbslifferent estimate
(non-1) values inAUX [r]. Hence, all the correct processes start the rqunadl ), andEST [r+1]
contains at most different estimate values (none being. It then follows from Lemma 9 that
all correct processes decide.

e Case 2: During- at least one process (but not all) executes line 9. In this case, duenima8,
each correct procegs that executes line 9 sets its current estimate to a non-L value taken
from the setAUX|[r], which contains at most non-L values. The other processes execute
line 10. This means that each of these procegsesets its estimate valuest; to a valuee
mu_valid;[r,1] = VALID[1,1]. As AUX[r] C VALID[1,1] (Lemma 14), there is a probability
prob; > 0 that they obtain values fromA UX [r].

e Case 3: During: no process executes line 9. In this case, all the processes execut@. lifleete
is a probabilityproby > 0 that they obtain at mogt different estimate values.

In Case 1, all correct processes decide. Let us consider CaskQaae 3. During any round after
there is a probability = min(prob;, proby) that the correct processes have at ntogifferent estimate
values. Hence, there is a probabili§fa) = p+p(1—p)+p(1—p)?+...+p(l—p)* L =1—(1-p)°
that, after at most rounds, the processes have no more thastimate values. ABm,,_,~, P(«) = 1,
it follows that, with probability 1, all correct processes will start a rounthwo more thark estimate
values. Then, according to Lemma 9, they will decide. OLemma 15

Theorem 5 Algorithm5 solves the randomized Byzantiiset agreement problem in the system model
BAMP,,+[t <n/(m+ 1),LRC].

Proof B-KS-Validity follows from Lemma 7. B-KS-Agreement follows from Lemma 1B-KS-P-
Termination follows from Lemma 15. OTheorem 5
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7 Conclusion

This paper was ork-set agreement in two types of asynchronous message-passing,ethevbare
processes may commit crash failures, and the ones where they may comamtiBgZailures. Ag-set
agreement cannot be solved in these basic system models without addibomaltational power, the
paper considered the computational power provided by local multi-sicelbna coins.

The first randomized algorithm that has been presented skisesagreement in the presence of up
tot < n/2 crash failures. The second one solkeset agreement in the presence of upton/(m+1)
Byzantine processes, whereis an upper bound on the number of values that can be proposed by the
correct processes. The design of both algorithms is modular. The meduakstruction of the Byzantine-
tolerant algorithm rests on (i) a broadcast abstraction which guarathigesvo non-faulty processes
cannot receive distinct messages from the same (possibly Byzantimgrsand (ii) the stacking of
two all-to-all communication abstractions which generalize the “binary” comnatibit abstractions
introduced in [19] to the multivalue domain. Two interesting feature of this alguorlie in (a) the
validity condition it ensures, namely, no value proposed only by Byzantimeegses can be decided by
non-faulty processes, and (b) its signature-freedom, which dodisnitcthe computational power of the
Byzantine adversary.
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